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Amendment for Verilog Protected Envelopes

2. Lexical Conventions

Editor's Note’Add the following sub-clause at the end of this clause as 2.9:

2.9 Pragmas
A pragmais a mechanismfor annotatingthe Verilog HDL with a structuredspecificationthat alters
interpretationof the Verilog sourcein an implementation-specifiedvay. This sub clausespecifiesthe
syntacticmechanisnthat shall be usedfor specifyingpragmaswithout standardizingon any particular
pragmas.
pragma ::= (From Annex A - A.??.?27)

/* pragma pragma_name { pragma_expressiari}

| // pragma pragma_name { pragma_expressignr}
pragma_expression ::= pragma_keyword

| pragma_keyworet pragma_value

| pragma_value
pragma_value ::= constant_expression

| string

pragma_keyword ::= identifier

19. Compiler Directives

Editor's Note:Add the following sub-clause at the end of this clause as 19.10:

19.10 Protected Envelopes

ProtectedEnvelopesspecify a region of text which shall be transformedprior to analysisby the source
languageprocessorTheseregionsof text arestructuredo providethe sourcelanguageprocessowith the
specification of the cryptographic algorithm, key, envelope attributes, and textual design data.

All information which identifies a Protected Envelope is introduced bpithtect pragma. This pragma is

reservedoy this standardfor the descriptionof ProtectedEnvelopesandis the prefix for specifyingthe
regionsand processingspecificationsfor eachprotectedenvelope.Additional information is associated
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with the pragma by appending pragma expressions. Consecutively specified pragma expressions may be
concatenated in a white space separated list as a single protect pragma declaration, or may be specified in
individual protect pragma declarations.

Envelopes may be defined for either of two modes of processing. Encryption envelopes specify the
pragma expressions for encrypting source text regions. Decryption envelopes specify the pragma
expressions for decrypting encrypted text regions. Decryption envelopes may contain other envelopes
within their enclosed data block. The number of nested decryption envelopes that can be processed is
implementation-specified.

hdl_envelope ::= encrypt_envelope
| decrypt_envelope

encrypt_envelope ::= envelope_params  protect_begin_pragma  content_params source_text
protect_end_pragma

decrypt_envelope ::= envelope_params protect_begin_protected_pragma content_params
encrypted_text protect_end_protected_pragma

envelope_params ::= { protect_keyword_pragma }
content_pragmas::= { protect_keyword_pragma }
Note:

source_text: The source text encompasses all the text, comments, included pragma directives,
user code etc.

string: Double quotes (*) can be used around string values that contain white space characters, but
are optional if no embedded white space is present. If present, double quotes are stripped from the
actual value of the pragma expression. If double quote characters occur in a pragma expression
value, then they must be escaped with \ (e.g. \).

encrypted_text: is the encrypted binary data encoded in printable characters, spanning over
multiple lines. The current active encoding scheme is used, that specifies the algorithm
(uuencode/ sixel), the line width on each line etc.

Pragma expressions that precede begin or begin_protected are designated as envelope keywords. Those
pragma expressions which follow the begin/begin_protected keywords and precede the associated
end/end_protected keywords are designated as content keywords. Content keywords are those pragma
expressions which are within the region of text that is processed during encryption or decryption of a
protected envelope.

Adjacent protect pragmas with no intervening source text are equivalent to a single protect pragma whose
pragma expressions are the ordered concatenated list of pragma expressions from those adjacent pragmas.

19.10.1 Processing protected envelopes
Two modes of processing are defined for protected envelopes. Envelope encryption is the process of
recognizing encryption envelopes in the source text and transforming them into decryption envelopes.

Envelope decryption is the process of recognizing decryption envelopes in the input text and transforming
them into the corresponding clear text for the parsing step that follows.
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19.10.1.1 Encryption

Verilog tools that provide encryption services shall transform source text containing encryption envelopes
by replacing each encryption envelop with a decryption envelope formed by encrypting the source text of
the encryption envelope according to the specified pragma expressions.

Source text which is not contained in an encryption envelope shall not be modified by the encrypting lan-
guage processor.

Decryption envelopes are formed from encryption envelopes by transforming the specified encryption
envelope pragma expressions into decryption envelope pragma expressions and decryption content pragma
expressions. A session key is created, and a copy encrypted by the exchange key is recorded in the
decryption envelope. Next the body of the encryption envelope is encrypted using the session key and is
recorded in the decryption envelope as a data_block

19.10.1.2 Decryption

Verilog tools that support decrypting compilation shall transform source text containing decryption
envelopes by replacing each encryption envelop with the decrypted form of envelope formed by
encrypting the source text of the encryption envelope according to the specified pragma expressions. This
substitution shall occur in a manner similar to and at a translation phase consistent with that of macro
substitution.

28. Protected Envelopes

Editor' s Note: Add this clause to the end of the normative content as clause 28:

28.1 Envelope Directives

Protected envelopes are specified as lexical regions delimited by protect pragma declarations. The
semantics of a particular protect pragma declaration is specified by its pragma expressions. This standard
reserves the keyword names listed in the following table for use as keywords to the protect pragma. These
keywords are defined in clause 28.2, with a specification of how each participates in the encryption and
decryption processing modes.

begin Opens a new encryption envelope

end Closes an encryption envelope

begin_protected Opens a new decryption envelope

end_protected Closes a decryption envelope

author Specifies the author of an envelope

author_info Specifies additional information about the author
encrypt_agent Identifies the encryption service

encoding Specifies the coding scheme for encrypted data
data_keyowner Identifies the owner of the data encryption key
data_method Identifies the data encryption algorithm
data_keyname Specifies the name of the data encryption key
data_public_key Specifies the public key for data encryption
data_decrypt_key Specifies the session key for data encryption
data_block Begins an encoded block of encrypted data
digest_method Specifies the digest computation algorithm
digest_block Specifies an authentication code for data integrity
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key_keyowner Identifies the owner of the key encryption key
key_method Specifies the key encryption algorithm
key_keyname Specifies the name of the key encryption key
key_public_key Specifies the public key for key encryption
key_block Begins an encoded block of key data
decrypt_license Specifies licensing constraints on decryption
runtime_license Specifies licensing constraints on simulation
comment Uninterpreted documentation string

reset Resets pragma keyword values to default
viewport Modifies scope of access into protected envelope

The scopeof protect pragmadeclarationds completelylexical and not associatedvith any declarative
regionor declarationin the HDL text itself. This lexical scopemay crossfile boundariesjncludedfiles
etc.

In the protectionenvelopeswherea specific pragmakeyword is absentthe Verilog tool shall usethe
defaultvalue.Verilog toolsthat performencryptionshouldexplicitly outputall relevantpragmakeywords

for each envelope in order to avoid unintended interpretations during decryption. Further robustness can be
achieved by appendingesetpragma keyword after each envelope.

28.2 Envelope encoding keywords
28.2.1 begin

28.2.1.1 Syntax
begin

28.2.1.2 Description

ENCRYPTIONINPUT: Thebegin pragmaexpressions usedin theinputtext to indicateto anencrypting
tool the point at which encryptionshouldbegin.All text, includingcommentsand otherprotectpragmas,
betweenthe begin pragmaexpressiorandthe correspondingnd pragmaexpressiorshouldbe encrypted
and are stored in the output format usingdat_block pragma expression.

Nesting of pragma beginfend blocks is not supported, although there may be begin_protected
end_protected blocks containing previously encryptedcontentinside such a block. They are simply
treated as a byte stream and encrypted as if they were text.

An implementationshouldnot actually encryptthe pragmabegin becausehe existenceof known clear
text at the beginning of a message can weaken many algorithms.

In many casesadditional pragmaswill follow the begin keyword and therefore be included in the
encryptedbutput. Commentsareexplicitly includedin the encryptedegionbecauséncreasedecuritycan
be achievedby including a randomlength,randomlygenerategetof commentdn the encryptedregion.
Without this caveatalgorithmswhich attackknown cleartext looking for Verilog or pragmakeywordsat
the start of an encrypted block could be used.

ENCRYPTION OUTPUT: none

DECRYPTION INPUT: none
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28.2.2 end

28.2.2.1 Syntax

end
28.2.2 Description

ENCRYPTION INPUT: The end pragma expression is used in the input clear text to indicate the end of
the region that should be encrypted. Note that an implementation should not actually encrypt the pragma
end because the existence of known clear text at the end of a message can weaken many algorithms.

ENCRYPTION OUTPUT: none
DECRYPTION INPUT: none
28.2.3 begin_protected

28.2.3.1 Syntax
begin_protected

28.2.3.2 Description

ENCRYPTION INPUT: If found in an input file during encryption begin_protected/end_protected block
and its contents should be treated as input clear text. This could result from a situation where a previously
encrypted model is being re-encrypted as a portion of a larger model. An additional requirement is that any
other protect pragmas inside the begin_protected/end_protected block should not be interpreted or
override pragmas in effect. In this way, nested encryption will not corrupt pragma values in the current
encryption in process.

ENCRYPTION OUTPUT: After encrypting a begin/end block during encryption, the encrypting tool
should produce a corresponding begin_protected/end_protected block in the output file. This block
begins with the begin_protected pragma expression. Following begin_protected all pragma expressions
required as encryption output should be generated prior to outputting the end_protected pragma
expression. In this way protected blocks are completely self-contained avoiding any undesired interaction
when using multiple encrypted models during the decryption process.

Note that this does not begin a block of encrypted data or keys, the data_block and key_block pragma
expressions are used for this purpose and they will always be found within a
begin_protected/end_protected block.

DECRYPTION INPUT: The begin_protected pragma expression begins a previously encrypted region. A
decrypting tool should accumulate all the pragma expressions in the block for use in decryption of the
block.

28.2.4 end_protected

28.2.4.1 Syntax
end_protected
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28.2.4.2 Description

ENCRYPTIONINPUT: This pragmaexpressiorindicatesthe end of a previousbegin_protectedblock.
This indicatesthat the block is completeand new pragmaexpressiorvalueswill be accumulatedor the
next envelope.

ENCRYPTIONOUTPUT: The end_protectedpragmaexpressiorshouldbe outputto indicatethe end of
a protected block.

DECRYPTIONINPUT: The end_protectedpragmaexpressiorindicatesthe endof a setof pragmaghat
shouldbe sufficientto decryptthe currentblock. Upon encounteringend_protecteda tool shouldverify
that all required information is present.

28.2.5 author

28.2.5.1 Syntax
author=<string>

28.2.5.2 Description
ENCRYPTIONINPUT: The author pragmaexpressioris usedto indicatethe nameof the IP author.lIt
should be given outsideany begin/endblock so that this information is transferredto clear text in the

output file.

ENCRYPTION OUTPUT: The author pragmaexpressionshould be output in each protectedblock
unchanged from the input.

DECRYPTION INPUT: none.
28.2.6 author_info

28.2.6.1 Syntax
author_info=<string>

28.2.6.2 Description
ENCRYPTIONINPUT: Theauthor_info pragmaexpressions providedto allow arbitraryinformationto
be providedby theIP Authorin the form of a stringvalue.lts useis strictly optionalandthe contentsare

not required in any way during encryption or decryption.

ENCRYPTIONOUTPUT: The author_info pragmaexpressiorshouldbe outputin eachprotectedblock
unchanged from the input.

DECRYPTION INPUT: none
28.2.7 encrypt_agent

28.2.7.1 Syntax
encrypt_agent=<string>
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28.2.7.2 Description
ENCRYPTION INPUT: none

ENCRYPTIONOUTPUT: The encrypt_agent pragmaexpressiorshouldbe outputascleartextin each
protected block. It takesa string valueindicatingthe nameof the encryptingtool. This is the tool vendor
or tool beingusedto performthe encryption.This key-wordis optionalin all casedut maybeincludedto
document the toolset performing the encryption.

DECRYPTION INPUT: none
28.2.8 encrypt_agent_info

28.2.8.1 Syntax
encrypt_agent_info=<string>

28.2.8.2 Description
ENCRYPTION INPUT: none

ENCRYPTION OUTPUT: The encrypt_agent_info pragmaexpressionis providedto allow arbitrary
informationto be providedby the encryptingtool in the form of a string value.lts useis strictly optional
and the content is not required in any way during encryption or decryption.

DECRYPTION INPUT: none
28.2.9 encoding

28.2.9.1 Syntax
encoding=<encoding descriptor>

28.2.9.2 Description

ENCRYPTION INPUT: The encoding pragma expressionspecifies how pragma expressionsand
encryptedext shallbe encodedThe encodingis necessaryo ensurethatthis potentiallybinary datacan
be re-insertedinto a text documentwithout impairing the subsequentditing or transmissionof the
documentlf an encoding pragmaexpressions presentin the input streamit specifieshow the output
should be encoded.

The following sub-keywordsvalues are specified for the value of the <encodingdescriptor>of the
encoding pragmaexpressionEachof themarefound in the pragmaexpressiorstring value given asthe
<encoding descriptor> and are separated by white space.

encoding:<encoding_type> - specifies the method for calculating the encoding.

raw identity transformation
uuencode method specified in IEEE 1003.1-2001 (uuencode Historical Algorithm)
base64 method specified in IETF RFC 2045 (also IEEE 1003.1-2001 uuencode -m)

guoted-printable method specified in IETF RFC 2045

If raw thenno encodinghasbeenperformedandthe encodeddatamay containnon-printablecharacters.
Further encoding methods may be added in the future.
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line_length:<number> - this is the number of characters (after any encoding) in a line of the data_block.
This allows the insertion of line breaks in the data_block after encryption and encoding to make
embedding in ASCII formats simpler. Without the additional line breaks the data_block would typically
exceed the line length requirements of commonly used editors (such as vi) and make the containing file
not editable.

bytes:<number> - this is the number of bytes in the original block of data before any encoding or the
addition of line breaks.

ENCRYPTION OUTPUT: The encoding directive should be output in each begin_protected/
end_protected block to explicitly specify the encoding used by the encrypt_agent. A tool may choose to
encode the data even if no encoding pragma expression was found in the input stream and should output
the corresponding encoding pragma expression.

The data_block, data_public_key, data_decrypt_key, digest_block, key_block, and key_public_key
are all encoded using this encoding. If separate encoding is desired for each of these fields then multiple
encoding pragma expressions can be given in the input stream prior to each of the above pragma
expressions. The bytes value is added by the encrypting tool for each block that it encrypts.

DECRYPTION INPUT: During decryption, the encoding directive is used to find the encoding algorithm
used and the size of actual data. The decoded data is then used for further processing.

28.2.10 data_keyowner

28.2.10.1 Syntax

data_keyowner=<string>
28.2.10.2 Description

ENCRYPTION INPUT: The data_keyowner specifies the company or tool that is providing the keys
used for encryption and decryption of the data. Since the keys might be provided by an IP Author, the
encrypting tool, the IP consumer, or possibly even a third party distributor of the IP, a separate
specification from author and encrypt_agent is necessary. The value of the data_keyowner should be
such that either it is a name specific to the decrypting tool, in which case the decrypting tool will use its
own embedded key. Otherwise it has to be a value which is available in the tool’s key database. So it
cannot be an arbitrary value, it has to be from a set of value which are agreed upon by different interacting
parties.

A separate specification of the owner of any addition key encryption is provided with the key_keyowner
pragma expression below.

ENCRYPTION OUTPUT: The data_keyowner should be unchanged in the output file, except where a
digital signature is used in which case it is encrypted with the key_method and found in the key_block.

DECRYPTION INPUT: During decryption, the data_keyowner can be combined with the
data_keyname or data_public_key to determine the appropriate secret/private key to use during
decryption of the data_block.

28.2.11 data_method

28.2.11.1 Syntax

data_method=<method_name>
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28.2.11.2 Description

ENCRYPTION INPUT: The data_method pragmaexpressionindicatesthe encryptionalgorithm that
shall be usedto encrypt subsequenbeginvend blocks. The encryption methodis an identifier that is
commonly associated with a specific encryption algorithm.

This standardspecifiesthefollowing valuesfor the data_methodpragmaexpressionAdditional identifier
values are implementation-defined

DES Data Encryption Standard
DESX METHOD_DESX

RSA RSA Public Key

DSA Digital Signature Algorithm
RC2 RSA RC2

RC4 RSA RC4

RC5 RSA RC5

RC6 RSA RC6

PGP Pretty Good Privacy algorithm

Editor©dote: The abovelist should be replacedwith a normativereferenceto an existing registry of encryption
algorithm identifiers. IETF and W3C are potential registries, and others may exist.

ENCRYPTION OUTPUT: The data_method should be unchangedn the output file, exceptwherea
digital signature is used in which case it is encrypted witlkeélyemethodand found in thé&ey block.

DECRYPTION INPUT: The data_method indicatesthe algorithm that should be usedto decryptthe
data_block.

28.2.12 data_keyname

28.2.12.1 Syntax
data_keyname=<string>

28.2.12.2 Description

ENCRYPTIONINPUT: The data_keynamepragmaexpressiorprovidesthe nameof the key or key pair

thatshouldbe usedto decryptthe data_block A givendata_keyownerwill typically havemultiple keys

that they have sharedin different ways with different vendorsor customers.This pragmaexpression
indicates which of these many keys has been used.

ENCRYPTION OUTPUT: When data_keynameis provided in the input, it indicates the key that should
be usedfor encryptingthe data. The encryptingtool mustbe ableto combinethis pragmaexpressiorwith
thedata_keyowneranddeterminehekey to use.The data_keynameitself shouldbe outputascleartext

in the outputfile exceptwhere a digital envelopeis used.In caseof digital envelopemechanisnthe
data_keynameis encryptedusing key_methodandkey_keynamekey_public_key and encodedn the
key_block.

DECRYPTIONINPUT: In usemodelswherethe data_keyownerhasprovideda secret/privatkey to a
Tool Vendor,or a Tool Vendorssecretkey hasbeenused,thena uniqguekey namemustbe identified for

eachkey during this exchangeThis key nameis thenusedto identify at decryptiontime which of many
possible secret keys for a given key owner should be used for decryption.
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28.2.13 data_public_key

28.2.13.1 Syntax
data_public_key=<key>

28.2.13.2 Description

ENCRYPTIONINPUT: The data_public_key pragmaexpressiorindicatesthat the nextline of thefile

containsthe encodedvalue of the public key, precededby the single line commentprefix. This is the
public key that shouldbe usedto encryptthe data. The encodingis specifiedby the encoding pragma
expressiorthatis currentlyin effect. If both data_public_key anddata_keyname are presentthenthey
must refer to the same key.

ENCRYPTIONOUTPUT: The data_public_key pragmaexpressiorshouldbe outputin eachprotected
block for which it is used followed by theencodedsalue. The data_method anddata_public_key canbe
combined to fully specify the required encryption.

DECRYPTION INPUT: The data_keyowner and data_method can be combined with the
data_public_key to determineif the decryptingtool knows the correspondingrivate key to decrypta
given data_block. If the decryptingtool can computethe requiredkey the model can be decrypted(if
licensing allows it).

28.2.14 data_decrypt_key

28.2.14.1 Syntax
data_decrypt_key=<key>

28.2.14.2 Description

ENCRYPTIONINPUT: Thedata_decrypt_key indicatesthatthe nextline containsthe encodedralue of
the key that will decryptthe data_block. This pragmaexpressionshould only be usedwhen digital
signaturesare used.An IP authorcangeneratea key and useit to encryptthe cleartext. This encrypted
textis thenstoredin the outputfile asthe data_block. Thenthe data_method anddata_decrypt_key are
encryptedusingthe key_methodandstoredin the outputfile asthe contentsof the key_block. Note that
thedata_block itself is not re-encrypted, only the information about the data key is.

ENCRYPTION OUTPUT: The data_decrypt_key is output as part of the encryptedcontentof the
key_block. The value is encoded as specified byetiieding pragma expression.

DECRYPTIONINPUT: Upon determiningthat a digital signaturewasin usefor given protectedregion,
thedecryptingtool mustdecryptthe key_block to find the data_decrypt_key anddata_method whichin
turn can be used to decrypt the data block.

28.2.15 data_block

28.2.15.1 Syntax
data_block

28.2.15.2 Description

ENCRYPTIONINPUT: A data_block shouldneverbefoundin aninputfile unlessit is containedwithin
a previously generatdsbgin_protected/end_protected block in which case it is ignored.
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ENCRYPTION OUTPUT: The data_block pragma expression indicates that a data block begins on the
next line in the file. Each line of the data block should be preceded by the single line comment prefix An
encrypting tool should take each begin/end block, encrypt the contents as specified by the data_method
pragma expression, and then encode the block as specified by the encoding pragma expression. The
resultant text should be output.

DECRYPTION INPUT: The data_block should be first read in the encoded form. The encoding should
be reversed, and then the block internally decrypted.

28.2.16 digest_method

28.2.16.1 Syntax
digest_method=string

28.2.16.2 Description

ENCRYPTION INPUT: The digest_method pragma expression indicates the MAC algorithm that should
be used to generate message digests for subsequent begin/end blocks. The string value is an identifier
commonly associated with a specific message digest algorithm. The complete set of values will have to be
further specified, but may include values such as: MD2, MD5, SHAL.

This standard specifies the following values for the digest_ method pragma expression. Additional
identifier values are implementation-defined:

MD2 Message Digest Algorithm 2
MD4 Message Digest Algorithm 4
MDS5 Message Digest Algorithm 5
SHALI Secure Hash Algorithm 1

Editor' Note: The above list should be replaced with a normative reference to an existing registry of
message digest algorithm identifiers. IETF and W3C are potential registries, and others may exist.

ENCRYPTION OUTPUT: The digest_method should be unchanged in the output file, except where a
digital signature is used in which case it is encrypted with the key_method and found in the key_block.

DECRYPTION INPUT: The digest_method indicates the algorithm that should be used to generate the
digest from the data_block.

28.2.17 digest_block

28.2.17.1 Syntax
digest_block

28.2.17.2 Description

ENCRYPTION INPUT: If a digest_block pragma expression is found in an input file (other than in a
begin_protected/end_protected block), it should be treated by the encrypting tool as a request to generate
a message authentication code in the output file.

ENCRYPTION OUTPUT: A Message Authentication Code (MAC) is used to ensure that the IP has not

been modified. In Message Authentication Code, the encrypting tool generates the message digest (fixed
length, computationally unique identifier corresponding to a set of data) using the algorithm specified by
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thedigest_methodpragmaexpressionandencryptsthe messageligestwith the samekey usedto encrypt
thedata_block The encrypted digest is the message authentication code.

This digestshouldthenbe encodedisingthe currentencoding pragmaexpressiorandoutputon the next
line of the output file following theligest_blockpragma expression.

DECRYPTIONINPUT: In orderto authenticatehe messagethe consumingtool will first decryptthe
messagethen generateghe messagealigeston the original messagedecryptthe messagealigestwith the
symmetrickey and comparethe two messageligests.If the two don’t matchthis meansthat eitherthe
MAC or data_block has been altered.

28.2.18 key_keyowner

28.2.18.1 Syntax
key_keyowner=<string>

28.2.18.2 Description

ENCRYPTIONINPUT: Thekey_keyownerspecifiesthe companyor tool thatis providingthe keysused
for encryptionanddecryptionof the key information. Thevalueof thekey_keyowneralsohasthe similar
constraint as mentioned in tbata_keyownervalues.

ENCRYPTION OUTPUT: Thé&ey_keyownershould be unchanged in the output file.
DECRYPTIONINPUT: During decryption,the key keyownercanbe combinedwith the key keyname
or key public_key to determinethe appropriatesecret/privatekey to use during decryption of the
key_block

28.2.19 key_method

28.2.19.1 Syntax
key_method=<method_name>

28.2.19.2 Description

ENCRYPTION INPUT: The key_method pragmaexpressionindicatesthe encryption algorithm that
shouldbe usedto encryptionthe keysusedto encryptthe data_block The samenamesandformatsare
usedfor data_method and key_method The valueshave the similar constraintas mentionedfor the
data_methodvalues.

ENCRYPTION OUTPUT: Thé&ey_methodshould be unchanged in the output file.

DECRYPTION INPUT: The key_method indicatesthe algorithm that should be usedto decrypt the
key_block

28.2.20 key_keyname

28.2.20.1 Syntax
key_keyname=<string>
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28.2.20.2 Description

ENCRYPTIONINPUT: The key_keyname pragmaexpressiorprovidesthe nameof the key or key pair

that shouldbe usedto decryptthe key_block. A given key_keyowner will typically havemultiple keys

that they have sharedin different ways with different vendorsor customers.This pragmaexpression
indicates which of these many keys has been used.

ENCRYPTIONOUTPUT: Whenakey_keyname is providedin theinput, it indicatesthe key thatshould
be usedfor encryptionthe dataencryptionkeys.The encryptingtool mustbe ableto combinethis pragma
expressionwith the key_keyowner and determinethe key to use.The key_keyname itself should be
output as clear text in the output file.

DECRYPTIONINPUT: In usemodelswherethe key_keyowner hasprovideda secret/privatekey to a
Tool Vendor,or a Tool Vendorssecretkey hasbeenused,thena uniqguekey namemustbe identified for
eachkey during this exchangeThis key nameis thenusedto identify at decryptiontime which of many
possible secret keys for a given key owner should be used for decryption.

28.2.21 key_public_key

28.2.21.1 Syntax
key_public_key=<key_string>

28.2.21.2 Description

ENCRYPTIONINPUT: The key_public_key pragmaexpressionindicatesthat the nextline of the file

containsthe encodedvalue of the public key, precededby the single line commentprefix. This is the
public key that shouldbe usedto encryptthe key data.The encodingis specifiedby the encoding pragma
expressiorthatis currentlyin effect. If both a key_public_key andkey_keyname are presentthenthey
must refer to the same key.

ENCRYPTION OUTPUT: The key_public_key pragmaexpressionshouldbe outputin eachprotected
block for which it is used,followed by the encodedvalue. The key_method andkey_public_key canbe
combined to fully specify the required encryption of data keys.

DECRYPTIONINPUT: Thekey_keyowner andkey_method canbe combinedwith thekey_public_key

to determineif the decryptiontool knowsthe correspondingrivate key to decrypta givenkey_block. If
the decrypting tool can compute the required key, the data keys can be decrypted.

28.2.22 key_block

28.2.22.1 Syntax
key_block

28.2.22.2 Description

ENCRYPTIONINPUT: A key_block shouldneverbefoundin aninputfile unlesst is containedwithin a
previously generatellegin_protected/end_protected block in which case it is ignored.

ENCRYPTION OUTPUT: The key_block pragmaexpressionindicatesthat a key block beginson the
nextline in thefile. Eachline of the key block shouldbe precededy the singleline commentprefix. An

encrypting tool when requestedto use a digital signature,should take any of the data_method,
data_public_key, data_keyname, data_decrypt_key, anddigest_block to form a text buffer. This buffer
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should then be encrypted with the appropriate key_public_key and then the encrypted region should be
encoded using the encoding pragma expression in effect. The output of this encoding should be generated
as the contents of the key_block.

Where more than one key_block pragma expression occurs within a single begin/end block, the generated
key blocks shall all encode the same data decryption key data. It shall be an error if the data decryption
pragma expressions change there value between key_block pragma expressions of a single encryption
envelope. Multiple key blocks are specified for the purpose of providing alternative decryption keys for a
single decryption envelope.

DECRYPTION INPUT: The key_block should be first read in the encoded form. The encoding should be
reversed and then the block internally decrypted. The resulting text can now be parsed to determine the
keys required to decrypt the data_block. M

28.2.23 decrypt_license

28.2.23.1 Syntax

decrypt_license=<library_name:entry_point_name:string_parameter[:exit_p
oint_name>]

28.2.23.2 Description

ENCRYPTION INPUT: The decrypt license pragma expression will typically be found inside a
begin/end pair in the original clear text. This is necessary so that it is encrypted in the output IP shipped to
the end user.

ENCRYPTION OUTPUT: The decrypt_license is output unchanged in the output description except for
encryption and encoding of the pragma exactly as other clear text in the begin/end pair. Note that typically
it will be output in the data_block.

DECRYPTION INPUT: After encountering a decrypt_license pragma expression in an encrypted model,
prior to processing the decrypted text, the application should load the specified library and call the
function indicated by the given entry_point_name, passing it the string parameter specified. This
routine should then return a O if the application is licensed to decrypt the model and non-zero if the
application is not licensed to decrypt the model. The non-zero value should be printed in any error
message about the failure of licensing. If an exit_point_name is specified then it should be called prior to
exiting the decrypting application to allow for releasing the license.

Note that this only provides marginal security because the end-user of the model has the shared library and
could use readily available debuggers to debug the calling sequence of the licensing mechanism. They
could then produce an equivalent library that returns a 0 but avoids the license check.

28.2.24 runtime_license

28.2.24.1 Syntax

runtime_license=<library_name:entry_point_name_name:string_ parameter>|:
exit_point_name>]

28.2.24.2 Description

ENCRYPTION INPUT: The runtime_license pragma expression will typically be found inside a
begin/end pair in the original clear text. This is necessary so that it is encrypted in the output IP shipped to
the end user.
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ENCRYPTIONOUTPUT: The encrypt_licenseis outputunchangedn the outputdescriptionexceptfor
encryption and encoding of the pragma exactly as other clear texttiagh#end pair.

DECRYPTIONINPUT: After encounteringaruntime_licensepragmaexpressionn anencryptedmodel,

prior to executingthe applicationshouldloadthe specifiedlibrary andcall the function indicatedby the
givenentry_point_name, passing it thetring_parameter specified. This routine should then return a O if
the applicationis licensedto executethe modelandnon-zeroaif the applicationis not licensedto execute
themodel. The non-zerovalueshouldbe printedin any errormessageaboutthefailure of licensing.If an
exit_point_nameis specifiedthenit shouldbe called prior to exiting the executingapplicationto allow

for releasing the license. Note that execution could mean anything from simulation to layout to synthesis.

Notethatthis only providesmarginalsecuritybecausehe end-usenf the modelhasthe sharedibrary and

could usereadily availabledebuggerdo debugthe calling sequenceof the licensingmechanismThey
could then produce an equivalent library that returns a 0 but avoids the license check.

28.2.25 comment

28.2.25.1 Syntax
comment=<value>

28.2.25.2 Description
ENCRYPTION INPUT: The comment pragmaexpressioncan be found anywherein an input file and

indicatesthat evenif this is found inside a begin/end block the value shouldbe outputasa commentin
clear text in the output immediately prior to ttega_block

This is providedso thatcommentgshat may endup beingincludedin otherfiles insidea begin/end block
can protect themselvesfrom being encrypted.This is important so that critical information such as
copyright notices can be explicitly excluded from encryption.

Since this constitutes known clear text that would be found insidéatheblock the pragma itself and the
value should not be included in the encrypted text.

ENCRYPTIONOUTPUT: The entirecommentincluding the beginningpragmashouldbe outputin clear
text immediately prior to the data_block correspondingo the begin/end in which the commentwas
found.

DECRYPTION INPUT: none

28.2.26 reset

28.2.26.1 Syntax
reset

28.2.26.2 Description

ENCRYPTIONINPUT: Theresetpragmaexpressionis usedto resetthe value of all globalpragmasAs

only the global pragmasare scopebeyondthe encryptionblocks, after resetall the global pragmasare set

to their default values.

Because the scope of pragma definitions is lexical, if an IP author chooses to put common pragmas such as

author andauthor_info atthebeginningof alist of files, they shouldincludearesetpragmaat the endof
the list of files to ensure that this information is not carried unintentionally into other files.
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ENCRYPTION OUTPUT: none
DECRYPTION INPUT: none
28.2.27 viewport

28.2.27.1 Syntax
viewport=<object_name>:<access>

28.2.27.2 Description
Theviewport pragmaexpressiordescribe®bjectswithin the currentprotectedenvelopefor which access
shouldbe permittedby the Verilog tool. The specifiedobjectnameshall be containedwithin the current

envelope. The access value is an implementation specified relaxation of protection

Editor©&lote: The rangeof accessrelaxationschemess not specifiedin this document,but should be well
defined in the final standard.
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Annex A

Editors' fNote: This informative annex does not correspond to Annex A in the IEEE 1364 standard. It may be
considered as a possible addition for rationale or as a source of informative description for other portions of the final
standard.

A.1. Encryption/Decryption Flow

This section describes the various scenarios which can be used for IP Protection, and it also shows how the
relevant pragmas will be used to achieve the desired effect of securely protecting, distributing, and
decrypting the model.

The data that needs to be protected from access or from unauthorized modification, should be placed in
within the protect begin/end block. As the tool encrypts all the information in the begin/end block, the
information is also protected. Typically the licensing information will be kept to protect against
modification.

A.1.1 Tool Vendor Secret key encryption system

In the secret key encryption system the key is tool vendor proprietary and will be embedded within the
tool itself. The same key is used for both encryption and decryption. (In the EDA domain this is the
simplest scenario and is roughly equivalent to the existing Verilog-XL “protect technique). It has the
drawback of being completely tool vendor specific. Using this technique, the IP author can encrypt the IP
and any IP consumer with appropriate licenses and the same tool vendor can utilize the IP.

A.1.1.1 Encryption Input

The following pragmas are expected when using the tool vendor secret key encryption system. The
pragmas required in the encryption input for use of the secret key encryption system are:

data_keyname= <key name> - where <key name> is a valid name of an tool’s embedded key.

begin/end - surrounding the region(s) to be encrypted.

Additional optional pragmas that may be included are:

author=<string> - to embed author name.

author_info=<string> - to embed arbitrary author information.

data_keyowner= <owner identity> - this must be the key owner of the provided name.

data_method= <method-specifier> - a method appropriate for the given key name.

This may be necessary if something other than the default number of rounds, IV, or key width is used.

encoding=<encoding-specifier> - to specify a different encoding.

digest_block - if a message authorization code is desired to validate that the message has not been
modified.

decrypt_license - if the IP author desires a decryption license.

runtime_license - if the IP author desires a runtime license.

A.1.1.2 Encryption output

The encrypting tool should take the input file and copy all clear text to the corresponding output sections.
For each protect begin/end block it should generate:

begin_protected - to start the protected region
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data_keyowner= <owner identity>
data_keyname=<key name>
data_method=<method-specifier>
encoding=<encoding-specifier>
author=<string> - if provided in the input.
author_info=<string> - if provided in the input.
digest_block - followed on the next line(s) by the encoded encrypted digest.
data_block - followed on the next line(s) by the encoded encrypted data composed of:
decrypt_license
encrypt_license
<text found between begin/end>
end_protected

A.1.2 IP Author secret key encryption system

In this mechanism the IP is encrypted with the public key (of public/private key pair) of the IP author, and
the decrypting tool will have the IP Author’s private key in its secure key database. So only the tool will
be able to decrypt the design internally. The IP Authors will have to provide their private keys to the tools’
database.

A.1.2.1 Encryption Input
The following pragmas are expected when using the IP Author secret key encryption system:

data_keyname= <providers key name>

begin/end - surrounding the region(s) to be encrypted.

Additional optional pragmas that may be included are:

author=<string> - to embed author name.

author_info=<string> - to embed arbitrary author information.

data_keyowner=<owner identity> - this must be the key owner of the provided name.

data_method= some_publ_priv_encryption_scheme_name <method-specifier> - a method appropriate
for the given key name.

This may be necessary if something other than the default number of rounds, IV, or key width is used.

encoding=<encoding-specifier> - to specify a different encoding.

digest_block - if a message authorization code is desired to validate that the message has not been
modified.

decrypt_license - if the IP author desires a decryption license.

runtime_license - if the IP author desires a runtime license.

A.1.2.2 Encryption output

The encrypting tool should take the input file and copy all clear text to the corresponding output sections.
For each protect begin/end block it should generate:

begin_protected - to start the protected region

data_keyowner= <owner identity>

data_keyname=<providers key name>
data_method=some_publ_priv_encryption_scheme_name
encoding=<encoding-specifier>

author=<string> - if provided in the input.

author_info=<string> - if provided in the input.

digest_block - followed on the next line(s) by the encoded encrypted digest.
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viewport.

data_block - followed on the next line(s) by the encoded encrypted data composed of:
decrypt_license
encrypt_license
<text found between begin/end>

end_protected

A.1.3 Digital Envelopes

Editor's Note: This is the preferredexchangdorm in thatit permitsuseof sessiorkeysto limit the amountof cipher
text exposurefor the exchangedencryptionkeys. The following text is incorrectin the assumptiorthat asymmetric
algorithms are the only useful exchange key mechanisms.

In this mechanismeachuserwill havea public andprivatekey. The public key is madepublic while the
private key remainssecret.The senderencryptsthe messageisinga symmetrickey encryptionalgorithm,
then encryptsthe symmetric key using the recipient's public key. The recipient then decryptsthe
symmetrickey usingthe appropriateprivatekey andthendecryptsthe messageavith the symmetrickey. In
this way a fast encryption methodsprocessedarge amount of data, yet secretinformation is never
transmittedwithout encryption.In digital envelopesusing the above encryptiontechnology(secretkey
encryptionsystemwherethe key will be givenby the IP author/enduser),encryptiontool will protectthe
IP. This symmetrickey andalgorithminformationis themencryptedwith a public key, the corresponding
privatekey of which is availableto thetool. So only the tool candecryptthe symmetrickey internally and
decrypt the protected IP.

Insteadof usingthe public key of public/privatekey pair, a tool specificembeddedkey canalsobe usedto
encryptthe key_block. In this casealsoasonly the tool knows its embeddedkey, only it caninternally
decryptthe design,hencethe sameeffect can be achieved.The only disadvantagas that the tool's
embedded key will have to be provided to the IP Author in some form.

In the following examplethe data_methodand data_keyownevdata_keynameare usedto encryptthe
data_block The key to encryptthe data_block can either be specified either by a data_keyownev
data_keynamepair, or by a data_decrypt_keypragmaexpressionin thefirst case the encryptingtool
encryptsthe data_keyowner and data_keynamepragmaswith the key_keymethodkey keynameand
putsthemin the key_block alongwith data_method Alternatively with the data_decrypt_keypragma,
the actual key is provided which is then encryptedwith key methodkey keynameand storedin the
key_block

In the first approachthe data_keyownerdata_keynameshouldalsobe presentwith the decryptingtool.
No such dependency exists with the second approach as the key is present in the file itself.

For better security in the first approachthe encrypting tool can actually read the data_keyownev
data_keynamekey and putit in the key block asdata_decrypt_key Which not only will removethe
dependencynentionedabove,but will alsoprotectagainsthehit & trial breakingof the data_block with
the existing keys at the IP users end.
A.1.3.1 Encryption Input
The following pragmas are expected when using the Digital Envelopes:

key key_ owner= <owner identity>

key_method= some_encryption_scheme_name
key_key name <providers key name>
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data_keyname= <providers key name>

begin/end - surrounding the region(s) to be encrypted.

Additional optional pragmas that may be included are:

author=<string> - to embed author name.

author_info=<string> - to embed arbitrary author information.

data_keyowner= <owner identity> - this must be the key owner of the provided name.

data_method= <method-specifier> - a method appropriate for the given key name.

This may be necessary if something other than the default number of rounds, IV, or key width is used.

encoding=<encoding-specifier> - to specify a different encoding.

digest_block - if a message authorization code is desired to validate that the message has not been
modified.

decrypt_license - if the IP author desires a decryption license.

runtime_license - if the IP author desires a runtime license.

A.1.3.2 Encryption output

The encrypting tool should take the input file and copy all clear text to the corresponding output sections.
For each protect begin/end block it should generate:

begin_protected - to start the protected region
key_key_owner= <owner identity>
key_method = some_encryption_scheme_name
key_key_name= <providers key name>
key_block = <encrypted encoded data> this contains the data_key_owner,data_method, and the
symmetric data_key itself in encrypted form
encoding=<encoding-specifier>
author=<string> - if provided in the input.
author_info=<string> - if provided in the input.
digest_block - followed on the next line(s) by the encoded encrypted digest.
data_block - followed on the next line(s) by the encoded encrypted data composed of:
decrypt_license
encrypt_license
<text found between begin/end>
end_protected

Copyright © 2003 Cadence Design Systems, Inc. All rights reserved.

This is an unapproved IEEE Standards Draft, subject to change. 23



